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Risk Summary
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Regulatory Readiness Indicators

NIS2 Readiness Indicator

Insufficient scan data to produce an aggregate

score. Only public TLS endpoints were scanned;

internal controls, governance and ICT processes

were not assessed. A full score requires a manual

auditor session.

DORA Readiness Indicator

Insufficient scan data to produce an aggregate

score. Only public TLS endpoints were scanned;

internal controls, governance and ICT processes

were not assessed. A full score requires a manual

auditor session.

N/A N/A
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Indicative Remediation Window: 540 days 

Observations

CRITICAL  RSA-2048 → REQUIRES_REVIEW:TLS 1.3 with

X25519+ML-KEM-768 hybrid key exchange (FIPS 203) 

Legacy TLS 1.2 with RSA key exchange on main banking portal bankkrajowy.pl.

Financial transaction data and PSD2 authentication credentials are at risk of

Harvest-Now-Decrypt-Later attack. RSA-2048 key exchange is quantum-vulnerable

(NIST PQC: FIPS 203). DORA Art.9 requires cryptographic protection based on

approved data classification.

Component: TLS handshake on bankkrajowy.pl:443 (legacy cipher)  |  Effort: medium  |  

HNDL Indicator: yes 

HIGH  REQUIRES_REVIEW:X25519 (classical only, no PQC

hybrid) → REQUIRES_REVIEW:X25519+ML-KEM-768 hybrid

(FIPS 203) — available in Caddy 2.9+, nginx 1.27+, AWS ALB

(preview) 

TLS 1.3 is enabled on API, mobile, and corporate endpoints, but without post-

quantum hybrid key exchange. The X25519-only configuration offers no protection

against HNDL attacks on intercepted TLS sessions. Polish National Cybersecurity

Strategy 2025-2029 explicitly mandates planning for PQC migration.

Component: TLS 1.3 modern endpoints (api, mobile, corp)  |  Effort: small  |  HNDL

Indicator: yes 
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HIGH  RSA-2048 → REQUIRES_REVIEW:ML-DSA-65 CA root

(FIPS 204) — requires EJBCA 8.x + PQC-capable HSM firmware 

Internal EJBCA PKI uses RSA-2048 as CA root. All internal certificates derive from a

quantum-vulnerable root. Migration to ML-DSA-65 (FIPS 204) root CA is a multi-

month project requiring HSM firmware updates and certificate re-issuance across

all internal services.

Component: EJBCA internal PKI — RSA-2048 CA root  |  Effort: large  |  HNDL Indicator: no 

Regulatory Context

Framework Article CRITICAL
Related

Findings

DORA REQUIRES_REVIEW:DORA Art.9(2) CRITICAL F-001, F-002

Cryptographic protection of financial transaction data and authentication credentials relies on

quantum-vulnerable RSA-2048 key exchange on the main banking portal. Potential non-

conformity with DORA Art.9(2) requirement for cryptographic key protection based on

approved data classification.

NIS2 NIS2 Art.21(2)(f) HIGH F-003

Cryptographic policies do not yet address post-quantum migration as required under NIS2 Art.

21(2)(f) and its PL transposition (UoKSC). Internal PKI migration planning is absent.

DORA REQUIRES_REVIEW:DORA Art.9(2) HIGH F-005

SHA-1 in audit log signing indicates insufficient cryptographic controls under DORA ICT risk

management framework.

NIS2 — illustrative upper limit of administrative fines up to €10M or 2% of annual

turnover (applied by the competent authority in severe cases). General information, not

an assessment of your organisation's specific exposure.
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DORA — potential periodic penalty payments up to 1% of daily turnover per day of

continued non-compliance. General information, not an assessment of your specific

exposure.

Priority Action Plan

RSA-2048 → REQUIRES_REVIEW:TLS 1.3 with X25519+ML-KEM-768 hybrid

key exchange (FIPS 203) medium

Legacy TLS 1.2 with RSA key exchange on main banking portal bankkrajowy.pl.

Financial transaction data and PSD2 authentication credentials are at risk of

Harvest-Now-Decrypt-Later attack. RSA-2048 key exchange is quantum-vulnerable

(NIST PQC: FIPS 203). DORA Art.9 requires cryptographic protection based on

approved data classification.

REQUIRES_REVIEW:DORA Art.9(2) · NIS2 Art.21(2)(f)

REQUIRES_REVIEW:X25519 (classical only, no PQC hybrid) →

REQUIRES_REVIEW:X25519+ML-KEM-768 hybrid (FIPS 203) — available in

Caddy 2.9+, nginx 1.27+, AWS ALB (preview) small

TLS 1.3 is enabled on API, mobile, and corporate endpoints, but without post-

quantum hybrid key exchange. The X25519-only configuration offers no protection

against HNDL attacks on intercepted TLS sessions. Polish National Cybersecurity

Strategy 2025-2029 explicitly mandates planning for PQC migration.

REQUIRES_REVIEW:DORA Art.9(2) · REQUIRES_REVIEW:UoKSC Art.10(5)

RSA-2048 → REQUIRES_REVIEW:ML-DSA-65 CA root (FIPS 204) —

requires EJBCA 8.x + PQC-capable HSM firmware large

Internal EJBCA PKI uses RSA-2048 as CA root. All internal certificates derive from a

quantum-vulnerable root. Migration to ML-DSA-65 (FIPS 204) root CA is a multi-

month project requiring HSM firmware updates and certificate re-issuance across all

internal services.

REQUIRES_REVIEW:DORA Art.9(2) · REQUIRES_REVIEW:KNF Rekomendacja D pkt. 5.3

1. 

2. 

3. 
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Roadmap

Quick Wins (0–3 months)

Timeframe: 0-3

Enable TLS 1.3 exclusively on bankkrajowy.pl main portal; disable TLS 1.2

Deploy X25519+ML-KEM-768 hybrid on all TLS 1.3 endpoints (Caddy or nginx

patch)

+ 2 more detailed steps in the technical report 

Main Migration (3–12 months)

Timeframe: 3-12

Plan EJBCA PKI migration: evaluate HSM firmware PQC support (Thales Luna,

Utimaco)

Issue new ML-DSA-65 intermediate CA; begin dual-issuing certificates

+ 3 more detailed steps in the technical report 

Long Term (12–24 months)

Timeframe: 12-24

Complete EJBCA root CA migration to ML-DSA-65 — re-issue all internal certificates

Decommission all RSA-2048 key material from HSM

+ 2 more detailed steps in the technical report 

LEGAL NOTICE & DISCLAIMER

This document is an automated Post-Quantum Cryptography (PQC) readiness assessment, NOT a certified

security audit. All findings are indicators of potential risk and non-conformity based on publicly observable

technical data and client-provided information. This document does NOT constitute (a) legal advice, (b) a

guarantee of security, (c) a formal compliance opinion on NIS2 / DORA / GDPR — only a certified auditor

may issue such an opinion. Recommendations are advisory and not prescriptive. The report should be

complemented with a manual review by a qualified information-security professional before any decision

with legal or financial consequences. MorozzAI provides this report «as is», without express or implied

warranties as to accuracy, completeness or fitness for a particular purpose, and accepts no liability for

decisions made on its basis.

• 

• 

• 

• 

• 

• 
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